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CrashPlan for
Microsoft 365

Protection for your data
in Exchange Online, Sharepoint,
OneDrive, and Teams

The easiest and most reliable backup for businesses

You’ve moved your data to Microsoft 365, enabled greater That’s where CrashPlan comes in.
collaboration for your distributed teams, and achieved seamless

Our automatic, cloud-to-cloud backup creates a second copy

accessibility to important data. But have you thought about of all your Microsoft 365 data in the location of choice,
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the resiliency of this data? Microsoft operates on a shared helping you meet compliance requirements, protect against

responsibility model: they manage uptime and infrastructure, ransomware, and enable your employees to restore files

but you’re responsible for protecting your data. and emails efficiently.

Reduce Risk

Safeguard your organization with secure backups built with a zero-trust approach. Rapidly
recover from ransomware, deletion or corruption; reduce legal risk with built-in legal hold;

and confidently meet stringent regulatory compliance requirements, including SOX, HIPAA,
and GDPR.

Increase Productivity

Boost productivity for your IT team with an intuitive management console and smooth
integrations with authentication, provisioning, and SSO tools. Enable end users to restore

their own data and quickly find exactly what they need through advanced search features,
reducing user downtime and IT workload.

Maximize Efficiency

Optimize your storage with advanced deduplication, file compression, and customizable
retention policies. Our patented backup-to-OneDrive capability gives you the option to securely
repurpose the storage you’re already paying for with your Microsoft 365 subscription.
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Key Features

Protection from Ransomware

Restore data quickly and easily from a point in time before
the ransomware attack. Never again worry about your data being
held hostage.

Regulatory Compliance and Governance

CrashPlan helps meet strict data retention and protection
requirements like SOX, HIPAA, and GDPR and is audit-ready,
with comprehensive reporting and logging.

Incremental Backups & Versioning

After the initial backup, CrashPlan backs up new data incrementally,
conserving storage and bandwidth. Easily locate and restore
historical versions using our granular search.
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Policy-Based Controls & Permissions

Efficiently manage backups through flexible, policy-based controls
and delegated administration privileges assigned to specific users

or teams.

Vendor-Agnostic Storage

Backup your Microsoft 365 data to our Azure cloud, choose
from other cloud platforms such as Amazon S3, Backblaze,
or Google Cloud—or save storage costs with our patented
technology that transforms your existing OneDrive space
into a secure backup target.

The Bottom Line

Security and Privacy

Your data stays secure with strict separation of duties
and end-to-end encryption. File and folder name obfuscation and
data shredding add additional layers of security.

eDiscovery and Legal Hold

Rapidly locate and preserve critical data using advanced search
tools and streamlined Legal Hold management, meeting your
compliance and litigation obligations without headaches.
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Self-Service Restore

Empower users to independently restore lost files and emails
and save time for your IT team. Or configure CrashPlan to require
administrator restores. It's up to you.
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Simplified User Management

Seamlessly integrate with enterprise namespaces such as Entra ID

(Azure Active Directory) for provisioning, de-provisioning, and SSO.
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ENTERPRISE

CrashPlan provides cyber-ready data resilience and governance in a single platform for organizations

whose ideas power their revenue. Trusted by entrepreneurs, professionals, and businesses of all sizes

worldwide, CrashPlan’s comprehensive backup and recovery solutions ensure the safety and compliance

of data without disruption, anywhere at any time.
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